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1

Introduction

The Moneybookers Payment Gateway enab les Merchant s to receive money from their

customers by temporarily redirecting them to www.moneybookers.com . The gateway uses

standard HTML forms to allow easy integration into the Merchant 's website.

After the payment is complete, the customer is returned to the Merchant 's site and seconds
later the Merchant receives notification about the payment along with the details of the

transaction

This document is intended to be utilised by technical personnel supportin g the online
Merchant 's website. Working knowledge of HTML forms is required. You will probably require
test accounts for which you need to open accounts online via our website , and inform us of
the email addresses used. The accounts will then be made test and funds uploaded. Test
accounts operate in the production environment but funds cannot be sent from a test

account to a normal account.
For all merchant support, please contact our Merchant Service Department:

Email: merchantservices@moneybookers.com

Phone: +44 870 383 0762 (Mon -Fri, 9am until 5pm UK time)
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2 Payment Gateway Details
2.1 Implementation
The Moneybookers Payment Gateway requires the Merchant to modify their payment page

to include moneyboo kers.com as a payment option. Then, when the customer selects
moneybookers.com as a payment method he is actually submitting an HTML form to
Moneybookers' secure web servers. The submitted form contains information about the

payment, such as the Merchant 's account, amount to be paid and several other hidden text
fields.

Unclassified ©Moneybookers Ltd, 200 9 Page 4 of 44



(((((O Merchant Integration Manual

Version <6. 7>

moneybookers.com
and money moves Moneybookers Payment Gateway

June 23, 200 9

2.2 Interaction Diagram

Checkout
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Y

Selects Browser POSTs the payment details Step 2
Moneybookers > P:pe
payment option 9

| url Merchant
Cancels the cancel_ur cancelled
payment payment
Page
Authenticates
and selects
payment . .
method customer may be presented with various
other screens on depending on their account status v
| Step 3
Page

Y

Confirms the \ Executes the

payment payment

1
e N customer may be redirected to an external provider's
servers to execute the payment (e.g. online banking) |

------------------------------------------ (Status)

Page

Clicks OK button
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Page

Sends
confirmation to
status_url

Processes the
transaction
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2.3 Payment Process in Steps

2.3.1 Redirecting customer to the Moneybookers' Gateway Step 1

Once t he customer has reached t he Mer chant 6s checkoc
presented with a button which posts an HTML form to

https://www.moneybookers.com/app/payment.pl . The form should contain the hidden input

fields listed in the table below. To maximise conversion , Moneybookers strongly
recommends that the Merchant redirects the customer to the gateway in the same browser
window or embeds the gateway in an IFRAME. When using the standard gateway, the

minimum width of the window/frame shou Id be at least 600 pixelsw ide.

If you would first like to try how the gateway works, you can access our test form at

http://www.moneybookers.com/app/test payment.pl . This form is meant to

demonstrate the various scena rios for which our  Gateway could be used. However, any
transactions confirmed while experimenting with the gateway will be processed as REAL
payments. To avoid this please contact merchantservices@mone ybookers.com and we will

arrange test accounts and test data for experimental purposes.
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Parameters to be posted to Moneybookers gateway:

Field Name

Description

Required

Example Value

Merchant Details

pay_to_emalil

Email address of the  Merchant 6 s
money bookers.com account.

Yes

merchant@merchant.com

recipient_description

A description of the ~ Merchant , which will be
shown on the gateway. If no value is
submitted, the pay_to_email value will be
shown as the rec ipient of the payment.
30 characters)

(Max

No

CompanyName

transaction_id

Reference or identification number provided by
the Merchant . MUST be unique for each
payment (Max 32 characters)

No

A205220

return_url

URL to which the customer will be returned

whe n the payment is made. If this field is not

filled, the gateway window will simply close
automatically at the end of the transaction, so

that the customer will be returned to the last

page on the Merchant 's website where he has
been before. A secure return  _url functionality is
available. Please see section 35.

No

http://www.merchant.com/payment

|_made.htm

return_url_text

The text on the button when the user finishes
his payment

No

Return to Sample Merchant

return_url_target

Specifies a target in which the return_url value
will be called upon successful payment from
customer. Default value is 1.

1="_top'

2 ="'_parent'
3="_self
4="_blank'

No

cancel_url

URL to which the  customer will be returned if

the payment process is cancelled. If this field is

not filled, the gateway window will simply close
automatically upon clicking the cancellation

button, so the customer will be returned to the

last page onthe  Merchant 's websi te where the
customer has been before.

No

http://www.merchant.com/payment

|_cancelled.htm

cancel_url_target

Specifies a target in which the cancel_url value
will be called upon cancellation of pa yment
from customer.  Default value is 1.

1="_top'

2 ='_parent'
3="_self
4="_blank'

No
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Field Name

Description

Required

Example Value

status_url

URL to which the transaction details will be
posted after the payment process is complete.
Alternatively, you may specify an email address
to which 'y ou would like to receive the results.

If the status_url is omitted, no transaction
details will be sent to the Merchant .

No

https://www. merchant .com/process

payment.cqi
OR

mailto: merchant@merchant.com

status_url2

Second URL to which the transaction deta ils will
be posted after the payment process is

complete. Alternatively you may specify an

email address to which you would like to

receive the results.

No

https://www.merchant.com/process

payment .cgi
OR

mailto: merchant2@merchant.com

language

2-letter code of the language used for
Moneybookers' pages. Can be any of EN, DE,

ES, FR, IT, PL, GRRO, RU, TR, CN, CZ , NL, DA,
SVorFl .

Yes

EN

hide_login

Merchants can show their customers the
gateway page without the prominent login
section. See 3.10 for more detailed
explanation.

No

confirmation_note

Merchant may show to the customer on the
confirmation screen - the end step of the
process - anote, confirmatio n number, PIN or
any other message. Line breaks <br> may be
used for longer messages.

No

Sample merchant wishes you
pleasure reading your new book!

logo_url

The URL of the logo which you would like to
appear at the top of the gateway. The logo
must be acc essible via HTTPS otherwise it will
not be shown. For best integration results we
recommend that Merchants use logos with
dimensions up to 200px in width and 50px in
height.

No

https://www.merchant.com/logo Jpe

q

prepare_only

Forces only SID to be returned without actual
page. Useful when using alternative ways to
redirect the customer to the gateway. See
2.3.2 for a more detailed explanation. Accepted
values are 1 and 0.

No

merchant_fields

A comma -separated list of field names that

should be passed back to the Merchant 's server
when the payment is confirmed at
moneybookers.com (maximum 5 fields).

No

Field1, Field2
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Field Name Description Required Example Value
field 1 An example merchant field No Value 1
field 2 An example merchant field No Value 2
Customer Details
pay_from_email Email address of the customer who is making
the payment. If left empty, the customer has No payer@moneybookers.com
to enter his email address himself.
title Cust omer HAsceptedivadlues: Mr, Mrs or
. No Mr
Miss
firstname Customer6s first name No John
lastname Customerd6s | ast name No Payer
date_of birth Date of birth  of the cugtomer. The format is No 01121980
dd mm yyyy. Only numeric values are accepted
address Cust omer &ss (eq.dteet) No Payerstreet
address2 Customer6s address (e.g. No Payertown
phone_number Customer 6 s pha@nynumeriober No 0207123456
values are accepted
postal_code Cu st o mpostél sode/ZIP Code . Only
alphanumeric values are accepte d No EC45MQ
(no punctuation marks etc.)
city Customero6s city No London
state Customer6s state or regi No Central London
country Customer 6s couwndigitiI$3OCGode t h
. No GBR
(see Annex Il for a list of allowed codes).
Payment Details
amount The total amount payable. Please note that you 39.6 8
should skip the trailing zeroes in case the OR
amount is a natural number Yes 39.6
OR
39
currency 3-letter code of the currency of the amount
according to ISO 4217 (see Annex | for Yes EUR
accepted currencies)
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Field Name Description Required Example Value

amount2_description Merchant may specify a detailed calculation for

the total amount payable. Please note that

Moneybookers does not check the validity of No Product price:

these data - they are only displayed in the price:

6More informationdé secti

gateway.
amount2 This amount in the currency defined in field

‘currency’ will be shown next to No 29.90

amount2_description.
amount3_description See above No Handing fees & charges:
amount3 See above No 3.10
amount4_description See abov e No VAT (20%):
amount4 See above No 6.60
detaill_description Merchant may show up to 5 details about the

product or transfer in the 6More infor Yes Product ID:

section in the header of the gateway
detaill_text The detailX_text is shown nextto the

detallx_descrlp_tlon_ . _Thg detaill_text is also Yes 4509334

shown to the client in his history at

Moneybookersé website.
detail2_description See above No Description:
detail2_text See above Romeo und Julia

No
(W. Shakespeare)
detail3_description See a bove No Special Conditions:
detail3_text See above No 5-6 days for delivery
detail4_description See above No
detail4_text See above No
detail5_description See above No
detail5_text See above No
Unclassified ©Moneybookers Ltd, 200 9 Page 10 of 44
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2.3.2 Alternative method for redirecting the customer

Some times the Merchant may wish to keep the details of the payment secret. These are

cases when the parameters submitted to the Moneybookers servers contain sensitive
information that should not be altered by the customer. When using the standard procedure

for redirecting the customer as described in the previous section, the customer is able to

see and possibly modify the payment parameters since their browser performs the actual

request for the transaction. There is an alternative way of redirecting the custo mer to our

gateway that doesn't involve sending the payment parameters to the browser:

(i) The Merchant server does a standard POST request with the payment parameters and
the 6prepare_onlyd parameter to:

https://www.moneybookers.com/app/payment.pl

(i) The Moneybookers server prepares a session for the payment and returns a standard
HTTP(S) response

(i) The Merchant server takes the SESSION_ID cookie from the appropriate Set -Cookie
HTTP header of the respons e.

(iv) Using this SESSION_ID value the customer <can be redirected to
https://www.moneybookers.com/app/payment.pl?sid=<SESSION_ID > where the
normal flow of events continues. This redir ect must happen within 15 minutes of the

original request otherwise the session will expire.

This way the details of the payment are communicated securely only between the

Merchant 6s server and Moneybookers.

2.3.3 Customer's confirmation at Moneybookers' servers Step 2

When the customer submits the redirecting form he is shown a screen representing Step 2
of the process. This page is hosted on the moneybookers.com servers and contains all

payment details submitted by the Merchant .

There are two princi  pal scenarios:
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® The customer is already registered with Moneybookers (he has used Moneybookers

before). In this case, the user just has to provide his login credentials (see below). If

6pay_from_email 0 parameter i s supplied aeddat t he 4
Moneybookers, this email address is pre -filled in the login form and the user just needs

to enter his password and confirm. | f no o6épay _ frol
customer will be shown a registration form as further explained in (ii) whic h there is a

link for registered Moneybookers users to access the login page.

Payment to CompanyName TOTAL PAYABLE :
More information
LOGIN TO YOUR MONEYBOOKERS ACCOUNT Select language:
moneybookers com
Email: | payer{@moneybookers. com (( ((( and maney maves

|
Password: | | i
|

Turing number: |

= .
A verl Sign
Secured

WERIFY ®
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By clicking o n t bhG&INGbutton, the customeris redirected to the next step where he

has to choose a payment method from those accepted by the Merchant .

Payment to CompanyName TOTAL PAYABLE :
EY  More information

CHOOSE A PAYMENT METHOD

(¢ Pay from my balance (your current account balance: GBP 756.69)
" Pay NOW via Giropay

¢ VISA (03/08) 4x0000xxxxxxx0537

" VISA (07/10) 4x000000xxxx 0000

" Use a new credit/debit card

(i) The customer is not yet registered with Moneybookers. This is the case if the mail

address submitted is not yet known to Moneybookers and could be the case if no

6pay_from_email 6 parameter is supplied. The custom
form (see below), which is split into two steps and instantly registers his details with

Moneybookers. Merchants may provide additional data that will be used to pre -fill the
registration form t o speed up t he payment : 6ad
6postal code@ntdgidt s, oud |l i ned in the field Iist a

parameter is supplied it will be used as the primary email address for the new

Moneybookers account.

Unclassified ©Moneybookers Ltd, 200 9 Page 13 of 44



(O

moneybookers.com
and money moves

Merchant Integration Manual

Version <6. 7>

Moneybookers Payment Gateway

June 23,200 9

Step 1 1 Payment type selection and entry of personal details:

Payment to CompanyName

More information

Country®:
Title*:

First name*®:
Last name*:
Payment type*:

Date of birth*:

Address 1%
Address 2
City/Town*:
State/Region:
Fostal code®:
Phone Mumber:

Email*:

* required to be filled out

Unclassified

|United Kingdom

| Mr.

|Jnhn

| Payer

| Please Choose:!

KN || K| KX

|1 vIll’ 1 vlfl'lgaﬂ vI

| Payer Mansions

| 11 Payer St

| Payertown

| Central London

| EC45MQ

| 0207123456

| newpayeri@moneybookers.com

REVIEW ORDER AND CONTINUE

©Moneybookers Ltd, 200
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powered by
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| already have a
Moneybookers account

Email:

Password:

Forgot your password 7

Register with Moneybookers

Select language: | English -

= -
P\ verisign
Secured

WERIFY ¥
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Step 2 1 Password s ubmission and acceptance of Terms and Conditions and Privacy Policy
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